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Revolutionize your SOC thanks to GAIA, your Gen Al assistant

Gen Al, anew dimension for your cybersecurity
Since the introduction of Chat GPT, we have seen the widespread adoption of Large Language Model(LLM),

whichis generating a great interest from both a defensive and offensive point of view and becoming a structuring
element in cybersecurity for all organizations

Our R&D team is offering you a new experience with GAIA, combining the power of generative Al with
Gatewatcher's unique value in incident detection, qualification, analysis and response.

GAIA is the next essential step for your SOC!

“ Attackers should not be the only ones to benefit
from the Gen Al advantage ”

GAIA, ataglance

GAIA isinteroperable with all Gatewatcher products.

Based on controlled, qualified and robust sources, your
Al assistant will help you on a daily basis with:

> Yourrecurring integration and operational tasks

> The definition of your security policies

> Theidentification, understanding and qualification of Clients /
your incidents

> Therapidity and personalisation of your remedial actions

GAIA isan assistant
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Your business value

J Enrichedincidents_ &) Simplified
incidenthandling _
Getrapidaccess Make iteasier
toavastamount foryouranalysts
of summarized toinvestigate
information, linked and prioritize
toyouralerts theirtasks
GAIA guarantees

) Fastremediation _ ) Dataprivacy._
Accelerate Secureyour
yourincident information
response with aproduct
for perfect ""'secured by
operability design”

Because safety and efficiency are our priorities, our solution takes into account certain key principles:

A quality response_

> Sorting of sourced knowledge bases (data
sets)

> Controland standardization of all data
sources

> Uniqueness of knowledge base

Reduced data exposure_

> Training of our model without using user
data

> Minimization of data exchanges

> No sensitive datais sent thanks toa model
thatis"binding" by design

About us_

> Leader in advanced threat detection

> Innovative NDR technology with cutting-edge Al

>360° detection enhanced by our CTI

> A large network of international partners, CISOs and analysts who
place their trustin us - MEA, APAC, Europe =

> Recognised for our expertise

Human validation_
> Human controland approval

> Accuracy and clarification of contextual
information when a discussion isinitiated

A safe use_
> Encryption of all stored data (AES 256)
> Securedata transmission (TLS1.2/1.3)

> Infrastructure and fine tuning of our LLM,
""secured by design"

> Reduction of hallucinationsand
deviations

Contact us
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