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About Gatewatcher_

A leader in the detection of cyber threats, Gatewatcher has been protecting
critical networks of companies and public institutions worldwide since 2015.
Our Network Detection and Response (NDR) and Cyber Threats Intelligence (CTI)
solutions analyze the vulnerabilitiesand quickly detectandrespond tocyber-attacks.

Thanks to the convergence of Al and dynamic analysis techniques, Gatewatcher

deliversareal-time 360-degree view of threats, covering both cloud and on-premise
infrastructures.

Gatewatcher ata glance_

-

150+ ™3
EMPLOYEES ~

International presence )
> Africa .
>APAC
> Europe
> atina America
>Middle East &CIS
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Our journey_

2015 Established in France

> Creation of Gatewatcher by Jacques DE LARIVIERE and Philippe GILLET
> Gatewatcher obtains ANSSI qualification (French Cyber Agency)

> Winner of the French Tech Pass

> Founding member of the Paris Cyber Campus

> Member of the European OpenXDR alliance

2021
International expansion
2022
> Fundraising, A series
> Named a Representative Vendor inthe 2022 Gartner® Market Guide
for Network Detection & Response
- > The opening of 6 of fices and a network of 80+ partners worldwide
> Multiple awards winner: Computing Security Awards, French Tech
( 2030 program, EY Numeum Innovation - TOP 250
,j“ 2024
A proven detection capability
0 | B
555 50M+ 10M+ T3 10000+
E‘\D/D Active assets protected KI/ Users protected D|_—,J New CTl indicators perday
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Our products_

Interoperable with your security ecosystem, our products integrate
seamlessly with your SOC and IT services, and are immediately ready
foruse.

At Gatewatcher, we give you the power to protect your network and
the peace of mind you need to focus on your core business.

@ N D R Cornerstone of your cyber ecosystem_

Gatewatcher’s NDR (AIONIQ) enables you to identify and characterize threats
as quickly as possible, so you can take global remediation action and minimize
disruption to your business from cyberattacks. lllustrated within a unique multi-
engine detection and response platform, benefit from 360° visibility through
immediate mapping of all types of assets and users presenton your IT Systems.

Thankstoour COCKPITand REFLEX modules, you can speed upyour SOCanalysis,
centralize handling of security incidents with full support for multiple business
units andflexible role-based access control.

By combining NDR and CTI, adopt a proactive approach to manage your cyber
risks, soyou canfocusonyour core business!

360°

@ \Visibility

=@ Rapidity

|||‘\ Control
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Enhance your detection and investigations with cyber intelligence

e

Gatewatcher’s enables you to immediately improve your detection Analvsis
capabilities in the face of any kind of threats, by providing you with enriched m y
indicators of compromise tailored to your specific context.

Integrated within COCKPIT and REFLEX, cyber intelligence supports your SOC’s . 1
analysis and investigations to enrich their detection with a better understanding @ Ra p|d Ity

and knowledge of the threat, and to adapt their response. Your cyber experts can
then provide anaccelerated operational response focused on your business.

By combining our NDR and CTI, strengthen your defense system with : :
comprehensive, early protection against cyberattacks. ﬂ’a) Contextualisation

@ TA P A continuous security

Gatewatcher offers a complete range of optical and copper s to help you VISIbIlIty
monitoryour traffic, whatever your media type or network speed.
unpowered TAPs. Reliably duplicate your traffic for in-depth real-time analysis, Monitoring

without placing anyload onyour network devices.

&

Access your network without interrupting connectivity thanks to our passive
: AT
Coverallyourmonitoring and detection needs, while of fering you total visibility. =~

@ Security
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revolutionizes SOC

@;j Generative Al

Generative Alopens anew world for every cybersecurity expert.

Through the power of generative Al coupled with the value of its detection, Gatewatcher
revolutionizes SOC and confirmsits place asaleaderin cybersecurity.

AUGMENTED SOC_
> Explaincomplexalerts
> Correlation with Al
> Best Practices Advisor

INTERACTIVE ASSISTANT_
> Configurationaccelerator
> Troubleshooting

> KBAwareness

OPERATION ENRICHMENT_ //;/;ff\\\\ REPORTING ASSISTANT_
> AlEnriched alerts & (@), > Alert/Threat Summary
metadata > Notifications

> Multi source enrichment
>OpenCTlintegration

> Dashboarding

ORCHESTRATION & \ OPERATIONAL CYBER

REMEDIATION_ @ “Q ASSISTANT_

> Interaction with EDR/FW/XDR \/ > Rulegeneration by Al
>AD/AZUREAD/0O365 > Threat Hunting by Al

> Gatewatcher APlaware >Tag/Notes/Triage by Al




Want to learn more ?_

Read our products
overview
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Clients /
—

TAP
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What our customers say about us._

47/5

T 7 T W W

Gartner
Peer .

In Network Detection

and Response rating
16 ratings as of date 01/2024*
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Unrivalled protection_

> By constantly providing them with an unprecedented level of detection

> Byadaptingourtechnologiestothe constantly evolving TTPsused by cyberattackers
> By guaranteeing our customers a consistent level of service across all types of
deployment (cloud, on premise, hybrid).

Ahead of the threat _

>Thankstothe constant monitoring of our CTland Purple teams

> Through the interoperability of our solutions with the cybersecurity technologies
onthemarket

> Through real-time detection, because slow response is never an option when it
comestocyberrisk.

100% repeat business_

> By adapting tothe specific characteristics of each user to provide them with
atailor-madelevel of information for greater clarity

> Being irreproachable in terms of the quality of our products and minimizing the
impactof the integration phase on our customers’ operational environments

> Thanks to the Customer Success Management (CSM) approach implemented for
each of ourcustomers.



"Deployment Of NDR In Hospital"
Submitted Nov 14, 2023

5.0 Overall User Rating
Product(s): Gatewatcher AionlQ

Overall Comment:"GateWatcher AionlQ really takes into account my context and is a very adaptable
solution”

5 @@@®® Evaluation & Contracting 5 @@@@®®@ Integration & Deployment

5 @@@®@  Sservice & Support 4 @@@@®Q  Product Capabilities

"An Efficient NDR To Build A Robust XDR"
Submitted Nov 16, 2022

5.0 Overall User Rating
Product(s): Gatewatcher AionlQ

Overall Comment:"A very satisfactory overall experience at the same time on the capacities of the
product, its simplicity of use and relations with the company "

5 @@@@®® Evaluation & Contracting 5 @@@@®® Integration & Deployment

5 @@@@®® Service & Support 5 @@@@® Product Capabilities

"Why We Streamlining Deeper Network Threat Detection With Al-
Powered NDR"

Submitted Nov 27, 2023

50 Overall User Rating
Product(s): Gatewatcher AionlQ

Overall Comment:"In today's rapidly evolving technological landscape, building strong partnerships
with vendors is crucial, particularly when it comes matters of cybersecurity. This is where
Gatewatcher truly shines. With their dedication to delivering exceptional results, the company has
been instrumental in helping us successfully navigate many use cases. Their in-depth approach to
every project is what sets them apart and guarantees success. "

4 @@®@@0O Integration & Deployment 5 @@@@®® Sservice & Support
5 @®@@@®@ Product Capabilities
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/" Develop and improve my detection
N\ and protection capabilities

Detectand processthefirstsignalsofan
intrusion

Increase the efficiency of a SOC

Enrichyourecosystemwith cyber threat
intelligence (CTI)

Minimize the impact of breaches when
they occur

Building my cyber ecosystem with NDR
5| atthe keystone._

> Improve the quality and the speed of
response tothreats

> Rationalize my cyber security toolkit

> Reinforce my EDR

> Combine NDR and cyber intelligence
(CTI)

Master and control user’s behaviour,
applications and data_

> Detect on-premise (leveraging air gaps
where necessary)

> Protect against data exfiltration and
identity theft

> Respond toregulatory challenges (EU)
> Optimize cyberinsurance

1
I |Q Proactively identify cyber threats

Detect new vulnerabilities

Reveal weak spots acrossthe network’s
defenses

Master your post-security incident
recovery

Provide reliable information to analysts
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gfnnﬂlggfgtgr?igati%?\ digital blueprint @ Protect my Cloud environment_

Maintain an exhaustive inventory of > Mastermy privateorcloudenvironment
assets > Secure my Microsoft environment
View and map the links between my > Detect threats in a public cloud
assets environment (Azure/ AWS/GCP)
Reduce shadow IT > Cross-checkbothinternalandexternal
Understand the IT/OT uses on my alertsignals (E/W & N/S)
network (including non-compliant ones)

=5 Adapt detection to my specific
o= environments_

> |dentify lateral movements towards
industrial/operational technologies

> Secure infrastructure against attacks
viaconnected assets

> Protectagainstthreatsfacingthe supply
chain

> Protect APlcommunications (M2M)

> Secure both distributed and multi-site
infrastructures (SD-WAN and MPLS)

> Anticipatecyberintrusionsinhealthcare
environments

> Engage in cost-controlled security for
VSEs/SMEs and local authorities
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Our

We partner with a network of certified and trained professionals to
simplify and accelerate the integration of our security solutions. Our
goal is to ensure the deployment of a more effective and efficient
cyber protection strategy.

80+ ) Globaland local partners_

os

sopra S steria . aovens

Types of partnership

Distributors MSSP Certified SOC

DAGMA  NES/Ei G2 Batacom  MERNECT (SGCI

& 8 B

Resellers

VoV AR oY Ta el Use cases - Partners - Commitment

/itancia

cBei
Step producteur de Droduc(ivhé‘

>
next ASEE

AIRBUS  Capgemini@ Oybistdeters EXceLLiu~ @ synetis  §iTD sy MONDIST

and more..._

oy

Cybersecurity

Integrators specialists
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Technological alliances_ /
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Our commitment_

Surpass
Yourself

Ourvalues._

o
OQur commitment to our Q

institutional, commercial and Entreprencurship QQ
technical partners, customers, Q
employees, andthe widercyber <o Innovate
community, is based on shared Quest for
values and reciprocity. Excellence

Gatewatcher involvedin CSR_

With a view to continuous improvement, Gatewatcher has a voluntary environmental and social policy.
Asafully-fledged eco-responsible player, the company takes stepsto controland reduce the impact of its
activitiesontheenvironment.

BER SECURITY ORG/

14
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Our recognition_

FROST ¢
CULLIVAN Truffle 100

wCH T&q
Computing Computing Computing & % A
Security Security Security w )
S g
A

Our affiliations_

CYBER

ASSOCIE CLOUD CONFIDENCE & CYBERSECURITY

YCAMPUS HEXATRUST




gatewatcher.com/en

Contactus .

D  contact@gatewatcher.com in GATEWATCHER

% +33(0)144510393 [ > ] GATEWATCHER Official

Campus Cyber + Paris, France X @GATEWATCHER


https://www.gatewatcher.com/en/contact-us/
https://www.gatewatcher.com/en/contact-us/
https://www.gatewatcher.com/en/contact-us/

